PERSONAL MOBILE DEVICE POLICY


Overview 
This policy covers [ORG NAME HERE] staff member use of mobile devices which access the company’s e‐mail and servers. This policy does not cover reimbursement of cost (device and/or service), nor proper use, etc. This policy will be considered an addendum to the Standard Policies and Procedures (SP&P) number XXX regarding Computer and Email Usage.
Use of personal devices to perform organizational business
All devices that connect to the company’s systems, whether personally‐owned or company‐owned, must have the ability and necessary interfaces to connect to our then current system and be remotely managed, including the ability to remotely wipe the device and apply policies defined by the IT staff. In addition, the employee acknowledges that the device must be configured to lock with a password in order to connect to our system and prevent data theft.  As of this writing (Feb., 2013) devices which are supported must use the Microsoft Exchange ActiveSync technology for connecting to our system. This specifically means that devices running Windows Phone 7 or higher, Apple iOS 5.0 or higher, Android 2.2, Blackberry 10 or higher are supported.  Devices must not be hijacked/rooted/jailbroken.
Employees may connect personally‐owned devices to the company e‐mail system if the following criteria are met: 

a.
The employee‐provided device meets the requirements above;

b.
The employee bears all related expenses (device, service, accessories, etc.) unless otherwise agreed to in writing with management approval;

c.
The employee agrees that IT’s scope of responsibility is limited to the interfacing of the device with the company e‐mail system, and will not expect end‐user support from IT;

d.
The employee agrees to allow IT to remotely manage this device which will include: 

1. Remotely wiping the device if it is lost or stolen;

2. Applying IT policies to the device (e.g. requiring encryption and a password);

3. Ensuring that it has current versions of software;

4. Any other needs as IT may deem appropriate;

e.
The employee agrees to immediately notify IT if the device is lost or stolen, or a security breach is suspected;

f. Any upgrades to the device and/or service‐plan that are necessary in order for it to meet system or policy requirements are the responsibility of the employee. 

g. The employee signs the Equipment Acknowledgement form.

Employee Termination
If you are terminated by the company you agree that the company has the authority to remotely wipe your device. This means that all contents will be removed from the device and you will be responsible for restoring it with tools provided by the manufacturer. The IT staff will attempt to make this separation without wiping your device, but retains the right to do so.
Note: By signing this form you have agreed to the terms above. In the event that your personal mobile device is lost, stolen, or if you leave the organization I.T. retains the right to perform a remote wipe on the device. All data, both personal and business will be cleared from the device! 
Employee Signature

    Date


IT Director Signature

    Date


